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Abstract

Adversarial examples can cause catastrophic mistakes in
Deep Neural Network (DNNs) based vision systems e.g., for
classification, segmentation and object detection. The vul-
nerability of DNNs against such attacks can prove a major
roadblock towards their real-world deployment. Transfer-
ability of adversarial examples demand generalizable de-
fenses that can provide cross-task protection. Adversar-
ial training that enhances robustness by modifying target
model’s parameters lacks such generalizability. On the
other hand, different input processing based defenses fall
short in the face of continuously evolving attacks. In this pa-
per, we take the first step to combine the benefits of both ap-
proaches and propose a self-supervised adversarial train-
ing mechanism in the input space. By design, our defense
is a generalizable approach and provides significant robust-
ness against the unseen adversarial attacks (e.g. by reduc-
ing the success rate of translation-invariant ensemble at-
tack from 82.6% to 31.9% in comparison to previous state-
of-the-art). It can be deployed as a plug-and-play solu-
tion to protect a variety of vision systems, as we demon-
strate for the case of classification, segmentation and de-
tection. Code is available at: https://github.com/
Muzammal-Naseer/NRP.

1. Introduction

Adversarial training (AT) has shown great potential to
safeguard neural networks from adversarial attacks [29, 35].
So far in literature, AT is performed in the model space i.e.,
a model’s parameters are modified by minimizing empir-
ical risk for a given data distribution as well as the per-
turbed images. Such AT strategy results in the following
challenges. (a) Task dependency: AT is task-dependent
e.g. robust classification models cannot directly be incor-
porated into an object detection or a segmentation pipeline,
since the overall system would still require further training
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Figure 1: Our main idea is to train a Purifier Network in a self-
supervised manner. We generate perturbed images using our pro-
posed Self-supervised Perturbation (SSP) attack that disrupts the
deep perceptual features. The Purifier Network projects back the
perturbed images close to the perceptual space of clean images.
This creates a training loop independent of the task or label space.

with modified task-dependant loss functions. (b) Computa-
tional cost: AT is computationally expensive [29] which re-
stricts its applicability to high-dimensional and large-scale
datasets such as ImageNet [34]. (¢) Accuracy drop: mod-
els trained with AT lose significant accuracy on the original
distribution e.g. ResNet50 [17] accuracy on ImageNet vali-
dation set drops from 76% to 64% when robustified against
PGD attack [29] at a perturbation budget of only ¢ < 2
(i.e. maximum change in each pixel can be 2/255). (d) La-
bel leakage: supervised AT suffers from label leakage [23]
which allows the model to overfit on perturbations thus af-
fecting model generalization to unseen adversaries [50].

In comparison to AT, input processing methods [14, 45]
for adversarial defense are scalable and can work across dif-
ferent tasks. However, they have been broken in white-box
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settings [2] and shown to be least effective in black-box
settings. For example, [10] successfully transfer their at-
tack against multiple input processing based defenses even
when the backbone architecture is adversarially trained us-
ing [43]. Furthermore, input transformations (e.g., Gaus-
sian smoothing and JPEG compression) can maximize the
attack strength instead of minimizing it [32, 10].

Motivated by the complementary strengths of AT and in-
put processing methods, we propose a self-supervised AT
mechanism in the input space. Our approach (Fig. 1) uses
a min-max (saddle point) formulation to learn an optimal
input processing function that enhances model robustness.
In this way, our optimization rule implicitly performs AT.
The main advantage of our approach is its generalization
ability, once trained on a dataset, it can be applied off-
the-shelf to safeguard a completely different model. This
makes it a more attractive solution compared to popular
AT approaches that are computationally expensive (and thus
less scalable to large-scale datasets). Furthermore, in com-
parison to previous pre-processing based defenses that are
found to be vulnerable towards recent attacks, our defense
demonstrates better robustness. Our main contributions are:

* Task Generalizability: To ensure a task independent AT
mechanism, we propose to adversarially train a purify-
ing model named Neural Representation Purifier (NRP).
Once trained, NRP can be deployed to safeguard across
different tasks, e.g., classification, detection and segmen-
tation, without any additional training (Sec. 3).

e Self-Supervision: The supervisory signal used for AT
should be self-supervised to make it independent of la-
bel space. To this end, we propose an algorithm to train
NRP on adversaries found in the feature space in random
directions to avoid any label leakage (Sec. 3.1).

¢ Defense against strong perturbations: Attacks are con-
tinuously evolving. In order for NRP to generalize, it
should be trained on worst-case perturbations that are
transferable across different tasks. We propose to find
highly transferable perceptual adversaries (Sec. 4.3).

* Maintaining Accuracy: A strong defense must concur-
rently maintain accuracy on the original data distribution.
We propose to train the NRP with an additional discrimi-
nator to bring adversarial examples close to original sam-
ples by recovering the fine texture details (Sec. 4.2).

2. Related Work

Defenses: A major class of adversarial defenses pro-
cesses the input images to achieve robustness against ad-
versarial patterns. For example, [14] used JPEG compres-
sion to remove high-frequency components that are less im-
portant to human vision using discrete cosine transform. A
compressed sensing approach called Total Variation Mini-
mization (TVM) was proposed in [14] to remove the small
localized changes caused by adversarial perturbations. Xie

et al. [46] introduced the process of Random Resizing and
Padding (R&P) as a pre-processing step to mitigate the ad-
versarial effect. A High-level representation Guided De-
noiser (HGD) [26] framework was used as a pre-processing
step to remove perturbations. NeurIPS 2017 Defense Com-
petition Rank-3 (NeurIPS-r3) approach [42] introduced a
two step prep-processing pipeline where the images first
undergo a series of transformations (JPEG, rotation, zoom,
shift and sheer) and then passed through an ensemble of
adversarially trained models to obtain the weighted output
response as a prediction. [36] proposed to recover adver-
saries using GAN and [3 1] super-resolve images to mini-
mize adversarial effect. As compared to the above defenses,
we design an input processing model that derives a self-
supervised signal from the deep feature space to adversari-
ally train the defense model. Our results show significantly
superior performance to all so-far developed input process-
ing based defenses.

Attacks: The self-supervised perturbation signal ob-
tained to adversarially train our proposed approach can also
be used as an adversarial attack. Since the seminal work
of Szegedy et al. [41], many adversarial attack algorithms
[12, 13, 3, 9] have been proposed to show the vulnera-
bility of neural networks against imperceptible changes to
inputs. A single-step attack, called Fast Gradient Sign
Method (FGSM), was proposed in [12]. In a follow-up
work, Kurakin et al. [13] proposed a robust multi-step at-
tack, called Iterative Fast Gradient Sign Method (I-FGSM)
that iteratively searches the loss surface of a network under
a given metric norm. To improve transferability, a variant
of I-FGSM, called momentum iterative fast gradient sign
method (MI-FGSM), was introduced [9], which signifi-
cantly enhanced the transferability of untargeted attacks on
ImageNet dataset [34] under a [4 norm budget. More re-
cently, [47] proposed a data augmentation technique named
input diversity method (DIM) to further boost the trans-
ferability of these attack methods. In contrast to our self-
supervised attack approach, all of these methods are super-
vised adversarial attacks that rely on cross-entropy loss to
find the deceptive gradient direction.

3. Neural Representation Purifier

Our defense aims to combine the benefits of adversarial
training and input processing methods in a single frame-
work that is computationally efficient, generalizable across
different tasks and retains the clean image accuracy. The
basic intuition behind our defense mechanism is to effec-
tively use information contained in the feature space of deep
networks to obtain an automatic supervisory signal. To
this end, we design a Neural Representation Purifier (NRP)
model that learns to clean adversarially perturbed images
based on the automatically derived (self) supervision.

The objective is to recover the original benign image X
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Figure 2: Neural Representation Purifier. Using a self-supervision signal, the proposed defense learns to purify perturbed images, such
that their corresponding perceptual representation in deep feature space becomes close to clean natural images.

given an input adversarial image X°. We wish to remove
the adversarial patterns by training a neural network P pa-
rameterized by , which we refer as the purifier network.
The main objective is to be independent of the task-specific
objective function, such that once trained, the proposed de-
fense is transferable to other models (even across tasks).
Towards this end, the network P is trained in an adver-
sarial manner by playing a game with the critic network C ,
and a feature extractor F (see Fig. 2). The function of
the purifier and critic networks is similar to generator and
discriminator in a traditional Generative Adversarial Net-
work (GAN) framework, with the key difference that in our
case, P performs image restoration instead of image gener-
ation. The feature extractor, F , is pretrained on ImageNet
and remains fixed, while the other two networks are opti-
mized during training. Adversarial examples X" are created
by maximizing the F ’s response in random directions de-
fined by a distance measure (Algorithm 1), while at mini-
mization step, P tries to recover the original sample X by
minimizing the same distance (Algorithm 2).

3.1. Self-Supervision

The automatic supervision signal to train NRP defense
is obtained via a loss-agnostic attack approach. Below, we
first outline why such a Self-Supervised Perturbation (SSP)
is needed and then describe our approach.

Motivation: Strong white-box attacks [ 13, 6], that are gen-
erally used for AT, consider already-known network param-
eters and perturb the inputs to create X’, such that they
are misclassified by the target model, i.e. T(X% ) # .
Since the perturbations are calculated using gradient direc-
tions specific to , the resulting perturbed images X’ do not
generalize well to other networks [9, 38, 9, 47, 52]. This
dependency limits these attacks to a specific network and
task. In contrast, our goal is to design a self-supervised per-
turbation mechanism that can generalize across networks
and tasks, thus enabling a transferable defense approach.
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Figure 3: Fooling rate of Inc-v4 and average feature distortion
is shown for adversaries generated on Inc-v3 (black-box setting)
by I-FGSM and MI-FGSM. As the number of iterations increases,
fooling rate of I-FGSM decreases along with its feature distortion
while MI-FGSM maintains its distortion as iterations increase.

The self-supervised perturbation is based on the concept of
‘feature distortion’, introduced next.

Feature Distortion: Given a clean image X and its per-
turbed counterpart X’ that is crafted to fool the target model
T(-), the feature distortion refers to the change that X’
causes to the internal representations of a neural network
F(+) relative to X. This can be represented by,

AXX) =d F(X; )ln, F(X% )ln s (1)

where, F(X; )|n denotes the internal representation ob-
tained from the n'" layer of a pretrained deep network F ()
and d(-) is a distance metric which can be £, [12], Wasser-
stein distance [1] or cosine similarity between the features
of the original and perturbed sample.

The reason why we base our self-supervised perturba-
tion on feature distortion is its direct impact on the pertur-
bation transferability. To show this, we conduct a proof-
of-concept experiment by generating adversarial examples



Algorithm 1 SSP: Self-Supervised Perturbation Algorithm 2 NRP: Neural Representation Puri cation via

Require: A feature extractoF , batch of clean samples, in- Self-Supervised Adversarial Training
put transformatiorR , perturbation budget, step-size , and Require: Training dataD, Purier P , feature extractoF ,
number of iterationd . critic networkC , perturbation budgetand loss criterid. .
Ensure: Perturbed sampbe® with kx°®  xki : Ensure: Randomly initializeP andC .
1 go=0;x%= R(x); 1: repeat
2:fort=11tT do 2: Sample mini-batch of data,, from the training set.
3 Forward pasg{ toF and compute using Eq. 1; 3:  Find adversariex’, at a given perturbation budgeby
4: Compute gradientg: = r x ( x¢;x°%; maximizing distance, (Eq. 1), using Algorithm 1.
5. Generate adversaries using; 4:  Forward-pass °throughP and calculaté.p (Eq. 8).
X%y = x2+  sign(a); ) 5:  Back-pass and updateto minimizeLp (Eq. 8).
6:  Project adversaries in the vicinity &f 6:  UpdateC to classifyx fromP (x 9.
X% =clip(x%; x  ; x+ ) ©) 7: until P converges.

7: end for

. 0_— 0
8 returmn x”= v 3.2. NRP Loss functions

We propose a hybrid loss function that is used to train

on ImageNet-NeurlPS [7]. We consider two popular at- the puri er network (see Algorithm 2). This loss function
tack methods, MI-FGSM [9] and I-FGSM [13], among consists of three terms that we explain below:
which MI-FGSM has higher transferability compared to I- Feature loss: The Self-supervised Perturbation (SSP) gen-
FGSM. Interestingly, feature distortion strength of I-FGSM erated by Algorithm 1 is the direct result of increasing the
decreases as the number of attack iterations increases, confeature loss function, , de ned on the feature extractor
pared to MI-FGSM (Fig. 3). MI-FGSM maintains its pertur- F . In order to learn the puri er network, we must decrease
bation strength with increasing number of iterations. This this distance as follows:

indicates that feature distortion has a direct impact on trans-
ferability and therefore maximizing the objective in Eq. 1 Ltea = F (x); F (P (x9) ; 5)
(signifying feature-space distortion) can boost the transfer-
ability of adversarial examples without using any decision sure used to compute is the mean absolute error (MAE).

boundary information. Based on this observation, our pro- We empirically observe that removirlge; loss leads to

posed perturbation generation approach directly maximizes ;
X I . ~"a network that does not converge to a meaningful state and
the distortion in deep feature space to create strong, highly :
produces weaker defense (see Fig. 5).

generalizable and task-independent adversarial examples. Pixel loss: Smoothing images can help in mitigating the

Self-supervised Perturbation: Conventional black-box at- ) . .
. . adversarial effect since the perturbation patterns resemble to
tacks operate in the logit-space of deep networks. The ob-

o i . : that of noise. Therefore, in order to encourage smoothness,
jective of logit-based adversarial attacks is to change the we aoblvl, 1oss in the imade pixel space
target model's prediction for a clean imagg¢x) 6 T (x9 PPyl gep pace,

0; 0
such thai”is boundedkx ~ x*k . In contrast to these Limg = kP (x%  xkg: (6)
methods, we propose to nd adversaries by maximizing the
feature loss (Sec. 3.2) of neural networks. Our approachAdversarial loss: Instead of using vanilla GAN objective,
does not rely on decision-boundary information since our we use relativistic average GAN which has shown better

where, isformally de nedin Eq. 1, and the distance mea-

‘representation-baseédttack directly perturbs the feature convergence properties [20, 32]. For a given batch of origi-
space by solving the following optimization problem: nal,x, and adversarial examples’, the relativistic loss for
the puri er networkP is given as:
max ( x;x° subjecttokx x% (4)
x Law = log C((P (9 C (x) ; (7

Our proposed method to maximize feature distortion for where represents the sigmoid layer. The overall loss ob-

a given input sample is summarized in Algorithm 1. We ap- jective forP is the combination of losses de ned on pixel

ply atransformatiom to inputx at the rst |te_rat|on (Algo- and feature spaces as well as the relativistic loss:
rithm 1) to create a neural representation difference between

3'n adversarlgl 'and bgzmgn examplg and then maximize the |, = |—%-ZE£\} + | l’zimg} + | %Zfeat} :(8)
ifference within a given perturbation budget. There can Adverearal loss —14— —1e—
be different choices foR but in this work,R simply adds Pixelloss  Feature loss
random noise to the input sampi, our algorithm takesa  The pixel and feature losses focus on restoring image con-
random step at the rst iteration. tent and style, while adversarial loss restores texture details.



ture distortion settings, adversaries found at different layers
are not equally transferabkeg conv3.3 (block 3, layer 3)
features offer better adversarial transferability than the rest
of the network. We believe this is because the initial VGG
layers learn low-level features while the deeper ones be-
come too speci ¢ to the label space. Further, we found that
increasing the representation loss at multiple network layers
does not notably increase attack success rate and adds a sig-

glguret ‘XdFOO””Q rate for ”:C'dv‘k?’) (23] IOT‘ '”g?:Nst'N?t‘;rlpf [ cant computational overhead. Since NRP training pro-
ataset. Adversaries are created by applying > (Algorithm )acess is agnostic to the label-space of the source model i.e.,
different layers and best results for each model is selected. Percep:,

tual adversaries found in VGG space has the highest transferability'F neither depends on a particular task-speci ¢ loss funq—
(further analysis is in supplementary material). tion (e.g., cross entropy) nor on the ground-truth labels, this

makes it a generic algorithm, which can defend a totally
unseen model. Furthermore, we demonstrate that perturba-
3.3. NRP Architecture tions discovered with our SSP approach offer high transfer-

. . ability across models trained on different datasets and tasks.
Here, we outline the architecture of generator, feature

extractor and discriminator blockssenerator (P ): Our .
generator architecture is inspired by [24, 44]. It consists 4. Experiments
of a convolution layer followed by multiple “basic blocks™. 4 1. Training Details
Each basic block is composed of 3 “dense blocks” and each
dense block contains ve convolutional layers followed by ~ Training is done on randomly selected 25k images from
leaky-relu [48] and nally a convolutional layer that has MS-COCO data set. These images are resizedsS®
output with same dimension as input. Generally, adding 480 3. Adversaries created using SSP are fed as inputs
a skip connection from input to generator's output helps in t0 NRP with their corresponding clean images used as tar-
restoration tasks e.g., image super resolution [24] and de-9€t labels. During training, we randomly crop images of
blurring [22]. However, in our case an important design 128 128 3. Batch size is set to 16 and training is
criteria is to avoid such skip connection since our objective done on four Tesla v100 GPUs. Learning rates for gener-
is to remove adversarial noise and a direct skip connection@tor and discriminator are set & “, with the value of
can potentially reintroduce harmful noise patteffsature =5 10°% =1 10%and =1.We study eight
Extractor (F ): Itis a VGG [37] network pretrained on models trained on the ImageNet [34]. Five of these models
ImageNet. During trainingE  remains xed while its re- ~ are naturally trained. These include Inceptionv3 (Inc-v3)
sponse is maximized in random directions (adversary gen-[C], Inceptionv4 (Inc-v4), Inception Resnet v2 (IncRes-v2)
eration process) and minimized (puri cation process) us- [29], Resnet v2-152 (Res-152) [18] and VGG-19 [37]. The
ing a prede ned distance metric. In our experiments, we other three models including Adv-v3 [23], Inc3sand
demonstrate the effectiveness of VGG space for creating!NCRes-v2ns[43] are adversarially trained. The speci ¢ de-
strong adversaries as compared to other deep architecturedgils about these models can be found in [23, 43].
Discriminator (C ): Our discriminator architecture is also
based on VGG network [37]. It consists of ve convolu-
tional blocks containing convolutional layers followed by (a) Generalizability Across Attacks: Figs. 6, 7 & 8
batch-norm and leaky-relu and then a fully connected layer. demonstrate generalization ability of NRP to recover im-
ages from strong adversarial noise. Quantitative analysis
in Table 1 shows that compared to previously broken de-
The intuition to train NRP on boundary-agnostic per- fenses [10], NRP achieves strong robustness against state-
ceptual adversaries is based on the extensive study [51pf-the-art attacks [47, 10], bringing down the effectiveness
that found correlation of deep features with human percep-of the ensembletranslation-invariant attack with input di-
tion. Speci cally, [51] compares three moddle. VGG versity (DIMy, ) [10] from 79:8% to 31:9%.
[37], AlexNet [21] and SqueezeNet [19]. Following [51], (b) NRP as Cross-task Defense:In order to measure
we study these models from adversarial perspective by apthe cross-task defense capabilities, we deploy NRP against
plying feature distortion at different layers in Fig. 4. Our cross-domain attack (CDA) [32], a state-of-the-art attack
ndings are as follows:(a) VGG's perceptual adversaries that generates diverse cross-domain adversarial perturba-
are more transferable than AlexNet and SqueezeNet (a detions. Results in Table 2 demonstrate that NRP success-
tailed transferability analysis on seen/unseen perturbationsully removes all unseen perturbations and proves a generic
of VGG is in supplementary materialyy) under same fea-  cross-task defense for classi cation, object detection and in-

4.2. Defense Results and Insights

3.4. On Suitable Perceptual Adversaries



Table 1: Robustness of different defense methods against state-Table 2:NRP generalizability across different adversarial attacks.
of-the-art black-box attack$ofver is bette}. IncRes-v2nsis used Classi cation model is defended against CDA trained against Inc-
as backbone model following [10]. NRP signi cantly reduces the v3 while detection and segmentation models are defended against
attack success rate. Adversaries ( 16) are created against Inc- CDA trained against Res-v2-158i¢her is bettey. (g=quantity,

v3, Inc-v4, IncRes-v2, Res-v2-152 and Ensemble. w=weights, win=window size)
Defenses AttackS_ Classi cation: Defending IncRes-wgs[43] against CDA [32]
_ (% = Method No ImageNet Comics Paintings
= = |0 3 = Attack|T, 8|1 16(11 8|1 16[l, 8|l 16
o o | 5 Z = 2 No Defense | 97.8| 83.0 | 30.9 | 94.0 | 56.6 | 71.6 | 23.7
JPEG (q=75) 97.6 | 749 | 186 | 90.1 | 42.6 | 68.0 | 18.0
JPEG [15] 199 255|203 28.2]| 30.7 37.0 JPEG (q=50) 96.2 | 74.2 | 19.0 | 90.1 | 43.4 | 66.0 | 19.2
TVM [15] 18.8 30.7| 19.4 349|244 442 JPEG (g=20) 94.1 | 73.4| 21.7 | 87.0 | 51.3 | 62.7 | 1838
00? NIPS-r3 [42] 98 245|129 26.7| 180 41.4 TVM (w=10)| 93.1 | 82.3| 30.2 | 91.0| 77.2 | 727 | 27.4
S | Rep [45] 65 198 87 239|133 368 TVM w=30)| 96.0 | 81.1 | 27.3 | 93.4 | 66.4 | 70.6 | 24.1
= | HeD 2] 51 184| 69 257| 97 383 MF (win=3) | 95.4 | 77.3 | 27.7 | 92.4| 66.8 | 65.0 | 22.1
APE-GAN[36] | 196 28.0| 17.9 304| 23.6 38.6 NRP 956 | 95.7 | 96.0 | 95.4 | 942 | 953 94.1
SR [31] 23.0 36.7| 23.6 38.3| 325 49.0 Detection: Defending Mask-RCNN [16] against CDA [32]
NRP 32 48| 45 91| 51 110
IPEG [17] 518 379 260 3161 386 435 No Defense | 59.9 | 35.2| 8.1 | 405| 16.8 | 41.7| 14.8
TVM [15] 199 318| 248 384| 291 456 JPEG (q=75) 57.6 | 41.3 | 11.9 | 41.6 | 194 | 445 183
< JPEG (q=50) 54.6 | 41.7 | 145 | 39.5| 185 | 47.7 | 19.9
7 | NIPSw3[42] | 115 2461156 29.5) 141 419 4peq(g=p0) 307 | 30.7 | 151 | 28.2| 14.7 | 305 | 153
£ | R&P[49] 7.9 216|121 28.0|17.2 393  qyy(w=10)| 54.1 | 32.1| 143 | 405 | 289 | 37.6 | 215
HGD [25] 26 181| 96 278|324 587  7yM(w=30)| 58.0 | 39.9 | 10.1 | 46.8 | 21.0 | 45.4 | 17.2
APE-GAN[36] | 21.1 28.8| 20.7 32.8| 25.0 39.0 MF (win=3) | 54.7 | 32.1| 9.0 | 41.1| 204 | 37.6| 15.2
SR [31] 253 341|292 423|393 523 NRP 544 | 515| 50.3 | 535 | 53.7 | 53.2 | 54.3
NRP 31 44 | 48 103]| 52 125 _ _
JPEG [15] 247 324 316 459| 472 557 Segmentation:Mask-RCNN [16] defense against CDA [32]
S | TVM[19] 234 385|344 554|417 66.2 No Defense | 56.8 | 32.4| 7.3 | 37.6 | 155 | 39.1| 13.8
$ | NIPS-r3[42] 13.3 314|227 462|376 615 JPEG (=75 54.4 | 385| 11 | 385 | 17.8 | 41.7 | 16.9
% | R&P[45] 99 281|186 452|302 614 JPEG (q=50) 51.5| 389 | 13.4 | 36.6 | 17.3 | 40 | 182
£ | HGD[25] 39 254|196 451|324 587 JPEG (q=20) 37.1| 28.8| 14.0 | 26.3 | 13.8 | 28.3| 143
APE-GAN [36] | 24.7 36.8| 30.4 505| 36.3 60.5 TVM (w=10)| 50.8 | 29.8 | 13.2 | 37.6 | 26.6 | 349 | 19.8
SR [31] 276 42.4| 426 62.1| 54.3 722 TVM (w=30)| 544 | 37.1| 93 | 43.7| 19.3 | 423 | 159
NRP 35 69 | 7.6 187 75 208 MF (win=3) | 51.5 | 29.8 8.3 36.0| 188 | 349 | 13.9
~ JPEG [15] 24.0 32.7| 31.2 383]| 424 508 NRP 51.3 | 484 | 473 | 50.3| 50.8 | 50.2 | 51.4
B | TVM [15] 220 381|245 412|368 557
& | NIPS3[42] | 125 301|180 344|344 529
o | R&P[45] 86 27.4|146 31.1| 264 504
& | HGD [25] 36 244|151 318|326 518
APE-GAN [36] | 24.3 37.1| 23.2 386/ 343 538
SR [31] 26.3 41.8| 30.2 49.2| 484 63.9
NRP 34 65| 58 11.9| 63 178
JPEG [15] 381 433|677 77.2| 825 834
o | TYM[15] 30.0 39.8/50.1 721|641 79.8
g NIPS-r3[42] | 19.8 33.9| 439 71.4| 63.7 83.1
o | R&P [45] 13.8 31.2| 328 68.3| 51.7 81.4
5 | HGD [25] 49 299|386 733|577 826
APE-GAN[36] | 32.0 42.1| 446 69.3| 59.6 745
SR [31] 38.1 458|652 79.9| 79.3 84.9
NRP 37 79]101 278|114 319

Figure 5:Ablation. Proposed NRP is able to recover input sam-

. . ples from the strong black-bansembleattack [10] as compared
stance level segmentation against CDA. to GNP and FGSP. NRP trained withduta:  performs poorly in-

(c) Ablation: Fig. 5 thoroughly investigates the impact of dicating the importance of perceptual loss. Top-1 accuriaighér
different training mechanisms in combination with our de- is bette) is reported for IncRes-was[43] on ImageNet-NeurlPS.
fense, and provides the following insight§) Relativistic

GAN loss offers a more robust solution than vanilla GAN, does not converge to a meaningful stafe) Gaussian

(i) NRP performance decreases slightly without pixel loss, smoothing (Gaussian noise data augmentation) proves to
(iii) NRP without feature loss loses supervisory signal de- be useful in reducing adversarial vulnerability of classi er
ned by perceptual-space boundary, hence the generatof8, 49]. Training NRP as a Gaussian denoiser, named Gaus-



Table 3:Success ratddwer is bette) of BPDA [6] and DIMr, [10] attacks against NRP. Res-v2-152 [18] is combined with other puri er
networks (ResG [24], UNet [33]). Adversaries are then transferred to the naturally and adversarially trained models. NRP protects the
backbone network even when the attacker tries to bypass using BPDA technique. (attack iterations1@p,

Source \ Attack | NRP | Inc-v3 | Inc-v4 | IncRes-v2| Adv-v3 | Inc-v3ens3 | INCResS-V2ns
Res-v2-152 DIMT, 7 77.4 77.9 74.2 51.2 56.2 47.7
ResG Res-v2-152| DIMt, BPDA 3 29.7 26.2 19.6 22.3 22.1 16.1
UNet Res-v2-152| DIMt;, BPDA 3 29.0 27.1 19.5 26.9 27.7 18.8
Afghan Hound (0.737) Porcupine (0.647) Erythrocebus Patas (0.58) Guenon Monkey (0.777) Crane (0.557)

Monarch Butter y (0.65,3) Dung Beetle (0.903) Lycaenid (0.943) Lorikeet (0.943) Flamingo (0.903)

Figure 6:A visual illustration of NRP generalizability to different adversaries (16) (top: attackedpottom: puri ed). Our method can
clean challenging adversarial patterns resulting from SSP applied to adversarially robust model [11]. Previous denoising methods are not
designed for this type of structured noise. IncReswt2ackbone is used here. (see supplementary material for more examples)

sian Noise Puri er (GNP) does not prove effective against Table 4: Cross-task SSP Attack: Pixel-level accuracy is shown
translation-invariant attacks [10], aifé) Training NRP to  for SegNet-Basic [4] on Camvid testset [5], while mAP (with loU
stabilize FGSM adversaries (termed FGSP in Fig. 5) per- = 0-5) is reported for Mask-RCNN.

forms relatively better than GNP.

° Problem | Method |No Attack| SSP (1 8)|SSP (1 16)
(d) What if Attacker knows about the Defense:We study ,
D . . . o Semantic SedSegNet [4] | 79.70 | 5248 | 3259
this dif cult scenario with the following criteria: (i) at-
tacker knows that the defense is deployed and has accesgnstance Seg|Mask-RCNN[16] 568 | 294 | 88
to its training data and training mechanism, &yl at- Object Det. | RetinaNet [27]

‘ 53.78 ‘ 22.75 ‘ 5.16
tacker trains a local defense similar to NRP, and then uses Mask-RCNN[16] 59.50 318 9.7

BPDA [6] to bypass the defense. To simulate this attack,

we train residual generator (ResG) [24] and UNet [33] with 1o mentary material). The results in Table 5 provide the fol-
the same training mechanise as described in Sec. 4.1. Weying insights.(i) SSP consistently demonstrates a strong

then combine BPDA [2] with translation-invariant attack to 50y ‘hox adversarial transferability on both naturally and
bypass NRP. Under these challenging settings, NRP shows, yersarially trained models, bringing down top-1 accuracy

a relative gain of74%and66%respectively for IncRes-v2, ¢ |ncRes-v2 [29] from10Q0% to 14:1%, (ii) While MI-

IncRes-vZns(see Table 3). FGSM [9] and DIM [47] perform slightly better on adver-
4.3. Self Supervised Perturbation as an Attack sarially trained ensemble models [43] in terms of top-1 ac-
curacy, SSP shows comparable top-1 rate and surpasses in

Next, we evaluate the strength of SSP as an attack for theterms of top-5 accuracy, artili) These results indicate that
tasks of classi cation, detection and segmentation. decision-boundary based attacks ip the label of input sam-
Classi cation: Table 5 compares SSP with FGSM [12], R- ple to the near-by class category, while SSP being agnos-
FGSM [43], I-FGSM [13], MI-FGSM [9], TAP [52] and tic to decision-level information pushes the adversaries far
DIM [47] using their standard hyper-parameters (see sup-from the original input category.







